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The Technologically Evolving Surveillance Video Marketplace

The days of analog-based CCTV surveillance cameras recording to a rack
of VCR tape decks are rapidly giving way to fully IP-based digital cameras
tied end-to-end to video lifecycle management systems that store video
data on heterogeneous storage resources. The plethora of video data
bles and retention requirementsifidue to both government legislation and
corporate governance policies that require greater control and retention
periodsfiare putting new demands on corporate |.T. departments.
Closing video security gaps by recording, storing, and managing all
captured video and increasing compliance by lengthening retention time
from days and weeks to months and years is paramount.

When it comes to the storage and retrieval component of video
surveillance systems, many system designers get well into planning or
even implementation before they realize the inyuence television shows
such as “CSI” have had on end-user expectations. On “CSl,” actors
instantly retrieve year-old video evidence, zoom in on an object, and see
video from many different angles. This type of functionality is facilitated
only by cutting edge performance and huge storage capacity. With these types of expectations, project costs can
run out of control if careful attention is not paid up front to appropriate video lifecycle management requirements.

Todayis users want to search their video assets quickly to pnd the proverbial ineedle in the haystack, and this
simply cannot be done with a mountain of VCR-style tapes. Today’s I.T. managers need to reduce overhead, physical
storage space, and the long-term cost of retention. These considerations are all keys to proper surveillance solution
planning. Video management systems available todayrisuch as SoleraTecis Phoenix RSMiiare highly advanced

in their capabilities for cataloging incoming video from numerous cameras, searching video assets according to
speciped criteria, and even preserving the ichain of custodyi so that video is admissible as evidence in court.

In today’s litigious social climate, once videos are captured, there seems to be a great desire for endless retention
periods, and in more and more cases, retention requirements are driven by law. For example, a juvenile penitentiary
is required to store video for several years, sometimes spanning the full length of time a person is incarcerated. In
retail, short storage periods present an opportunity for people who stage accidents in anticipation of hefty lawsuit
settlements. Knowing that retailers keep surveillance data for only a very limited amount of time, the plaintiff simply
waits a few days until the images have been purged, and then they ple their lawsuit. Consequently, scalable storage
systems utilizing all available storage resources within a company’s network environment are now a de facto
requirement.

Well managed, high performing surveillance solutions need to be created with long-term retention requirements

in mind. For example, prior to 2003, Californiais statute of limitations for negligence tort cases was one yeatr.
However, state legislation that has since come into effect has extended the statute of limitations to two years. This
means that if a company wants to limit their liability, they need to retain video assets for twice as long. Increasing
a retention period from one to two years in a “traditional” video surveillance system could be a monumental and
overwhelming challenge. In contrast, modern systems, such as SoleraTecis Phoenix RSM, are extremely scalable,
and such changes are affordable and straight forward.

Slip and Fall Scams
http://www.youtube.com/watch?v=bA9SImstLa8

Historically, many businesses have been more concerned with making sure that their employees don’t steal
from them than with making sure that the premises are safe for their customers. But the importance of retaining
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as much surveillance video as possible is powerfully
exempliped in a case where a woman was caught
on security cameras faking a slip and fall at a local
supermarket. An in-store video surveillance system
saved the supermarket from a possible lawsuit.

The woman in the video clearly set the stage for a
fraudulent lawsuit against this business when she
poured oil on the yoor. Unfortunately, research done
by the University of Florida shows that, on average,
every business with revenues of more than one million
dollars is subject to a fraudulent lawsuit once every
two years.
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It is important to understand that some courts of
law may not allow video that has not been recorded
continuously or that cannot verify that all events were

recorded. In another slip and fall case, the headline read:

SURVEILLANCE VIDED

Supermarket’s Failure to Retain Video Surveillance Footage of Periods Preceding and Following Slip and
Fall Incident “Shocks the Conscience of the Court” and Warrants Adverse Inference Instruction.

In this case (Bright versus United Corp., 2008 WL 2971769 V.1. July 22, 2008), the plaintiff (0Bright¢) alleged that
she slipped on drops of 0a thick, pink liquidé while shopping at defendantis supermarket (0Plazad), sustaining
injuries to her left leg and ankle. She sued for negligence, bodily injury, medical expenses, lost income, and lost
future earning capacity. The defendant moved for summary judgment, contending that it did not receive notice

of the spill which may have caused plaintiff’s injuries. The trial court granted the motion, holding that, because
plaintiff failed to provide any evidence that the defendant knew or should have known about the substance on the
yoor, no reasonable jury could pnd that defendant had breached its duty to plaintiff as a matter of law. Plaintiff
appealed, however, and the Supreme Court reversed and remanded, pnding that there was a genuine issue of
material fact as to constructive notice.

The plaintiff’s fall was captured on defendant’s video surveillance system, which comprised a digital video recorder
and a hard drive that records only a pnite amount of data before being reused. The digital video is automatically
recorded over every several days unless it is manually copied from the hard drive. The supermarket’s manager

testiped that he examined the video footage of plaintiffis fall immediatele/ after being notiped of her fall and the
video failed to show anything visible on the yoor at the time of the fall. Concluding that plaintiff oprobably tripped

on herself,0 the manager testiped that he elected not to review or copy any of the footage prior to or after the fall.
He also testiped that the store had no set procedure for retaining video footage of slip and fall accidents and that
the store simply retained the footage of the actual fall in plaintiff’s particular circumstance. After reviewing the
footage, Plaza’s manager retained only the portion of the footage which he believed to be relevant, purportedly in
accordance with the store’s routine practice.

The Plaintiff contended that she was entitled to a spoliation inference (the intentional or negligent withholding,
hiding, alteration or destruction of evidence) because defendant had intentionally erased the video footage
depicting what had transpired prior to and after her fall. The Supreme Court agreed.

It is clear that Plaza’s routine practice regarding the destruction of surveillance footage capturing slip and fall
accidents was deeply yawed. Store managers should have a system in place that allows for the full retention of
recorded footage of the area in which an accident occurs both prior to and following the accident. Obviously, such
footage is likely to provide relevant and valuable evidence regarding the cause or timing of a spill resulting in a
slip and fall accident. It is certainly not within the discretion of a store manager to determine what portion of the
available recorded surveillance footage is relevant to anticipated litigation. To allow store managers unbridled
discretion in determining what footage to retain would encourage the destruction of relevant evidence by
destroying ounfavorable footageé under the pretext of routine practice. While the Court did not pnd any statutory
or case law indicating precisely what portion of surveillance footage capturing a slip and fall accident should be
retained, common sense dictates the retention of comprehensive surveillance footage of any accident, including a
reasonable period of time preceding and following the accident.
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The Supreme Court found that defendant’s destruction of the recorded surveillance footage prior to and after the
fall indicated its “bad faith and fraudulent intent to suppress the truth.” Court documents also state that, given the
importance of determining how and when a foreign substance causing a slip and fall originated, it is unlikely that
any reasonable business manager would fail to evaluate the portion of the video surveillance preceding the slip and
fall. Therefore, the Court stated that the failure of the Plaza’s manager to retain the recorded surveillance footage
prior to and after Bright’s fall “shocks the conscience of the court and creates a presumption of fraud.”

The Court thus concluded that the defendant “both intentionally and fraudulently destroyed relevant evidence.” It
also found that plaintiff had been severely prejudiced, since the destroyed footage was perhaps the only evidence
upon which she could rely to prove that the defendant had notice of the spill. Accordingly, it held that the trier of
fact (a person who determines facts in a legal proceeding) should be permitted, although not required, to apply
an inference of spoliation in the case. It explained, “this Court can conceive no other sanction that would avoid
substantial unfairness to Bright. Moreover, the spoliation inference is particularly appropriate in order to deter
similar conduct by Plaza and other businesses in the future.”

Thus, viewing the record before the trial court when ruling on the summary judgment motion, the Supreme Court
found sufpcient circumstantial evidence, when combined with an inference of spoliation, to permit a reasonable
trier of fact to conclude that defendant had constructive notice of the alleged pink liquid. The Supreme Court thus
vacated the lower court’s order and remanded the matter for reinstatement on the trial calendar.

The irony of the outcome of this lawsuit is sobering. Essentially, the court found that the companyfiwhich thought it
was using video surveillance to limit its liabilityfiwas culpably negligent for not retaining the pre- and post-footage of
a slip and fall incident recorded on their video system. The court found that the company had a duty to maintain the
recorded incident as well as pre- and post-incident footage for slip and fall incidents. In effect, the Court expected
the business to save a tremendous amount of video data. This case exemplipes why businesses need to anticipate
areas of vulnerability and create requirements accordingly even when standards themselves are not yet available,
voluntary, or widely supported.

A Newer Approach to Forensics

As you may have noticed in the case above, management and analysis of video assets were performed not in
real-time, with someone paid to sit in front of a bank of monitors watching every video stream, but after the fact of
the incident. This forensic model is quickly becoming the typical video surveillance model of choice, and as newer
IP-based video surveillance technology comes to the mass market, nearly all captured data will be reviewed “after
the fact.” This is a lower cost of ownership model that, with the right video lifecycle management tools in place,
can provide the protection that is needed at an affordable price. However, to make it work, fast access of stored
video data and the ability to retrieve video assets by a number of different metadata attributes is essential. Since
retrieval of video even from hard drive storage can be very time consuming, the creation and use of low-resolution
companion ples when video is originally captured can provide the end-user with the ability to quickly review video
and determine the specipc start-times and stop-times of any oevents of interest.6 Once the end-user pnds the
section of needed video, advanced clipping tools can enable him to oclipé only the needed portion of the original ple
and send it to any other interested party or parties via a number of export methods.

This forensics approach to video surveillance video lifecycle management allows for greater control of assets,
greater yexibility in asset retention, a deeper level of protection (as all video assets can be preserved), and the best
total cost of ownership for the organization.

The Future is Now
As the case above illustrates, the requirement to retain 100% of captured video assets is imminent.

As various jurisdictions have differing rules and regulations concerning the retention of video information captured
electronically by CCTV and IP video recording systems, it is more important than ever that surveillance storage
systems enable businesses to keep as many video assets as possible for as long possible.

Because today’s megapixel digital video cameras can generate a terabyte of data in just a few days, proper storage
capacity planning and over arching video lifecycle management is crucial. Although the main technology focus

in the IP video world is on compressing captured video data, the cost per unit of data storage is still the biggest
limiting factor when it comes to retaining video assets. Even though the cost of data storage is dropping all of the
time, more and more camera-feeds are being recorded. Consequently, pnding needed data is as difpcult as ever. To
meet today’s needs, video storage and management systems should be able to migrate assets to tape, tape library,
and optical media, keep all stored video assets under management, even those which are ofyine, and support
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